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LOI CAM ON

Loi dau tién toi xin gui 101 cam on va 1ong biét on sdu sic dén thay gido
PGS.TS Nguyén Ngoc Héa (bd mon Cac hé thdng thong tin — trudng Pai hoc
Cong Nghé - DPai hoc Quéc Gia Ha Noi), nguoi da giap téi chon dé tai, dinh
hinh huéng nghién ctru, tan tinh huéng dan va chi bao toi trong qua trinh thuc
hién luan van tot nghiép.

T6i xin duge giri 10i tri 4n siu sic dén thay gido PGS.TS Trinh Nhat Tién,
nguoi da tan tinh chi bao, giap dd to1 trong qua trinh hoc tip cling nhu giai doan
dau cia qua trinh thyuc hién luan van.

T6i cling xin giri 101 cam on cac thdy, ¢d gido trong trudng Pai hoc Cong
nghé -Pai hoc Qudc gia Ha Noi. Cac thay, co gido da day bao va truyén dat cho
t6i rat nhiéu kién thuec, gitp to6i c6 duoc mot nén tang kién thirc vimg chic sau
nhitng ndm hoc tap tai truong Pai hoc Cong Nghé. To61 xin gui 161 cdm on chan
thanh téi cac ban khoa K21 da tng ho khuyén khich t6i trong sudt qua trinh hoc
tap tai truong.

Cudi cung, t6i mudn giri 101 cam on sau sic nhat dén gia dinh va ban be,
dic biét 1a bd, me, vo va em trai — nhirng nguoi than yéu ludn kip thoi dong vién
va gitp do té1 vuot qua nhiing kho khan trong hoc tap cling nhu trong cudc
song.

Ha Noi, ngay thang nam 2017

Hoc vién

Doan Ngoc Son
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LOI CAM DOAN

To1 xin cam doan day 1a cong trinh nghién ctru va thyc hién luan van thuc
su cua riéng t6i, dudi sy huéng dan cua PGS.TS Nguyén Ngoc Héa. Moi tham
khao tir c4c tai lidu, cong trinh nghién ctru lién quan trong nudc va qudc té déu
duoc trich dan rd rang trong luan vin. Moi sao chép khong hop 1¢, vi pham quy
ché hay gian tra t61 xin hoan toan chiu trach nhi€ém va chiu moi ky luat cia Nha
Truong va PHQG Ha Noi.

Ha No¢i, ngay thiang nam 2017

Hoc vién

Doan Ngoc Son

111
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LOI MO DAU

Internet xuat hién khong chi phuc vu cho viéc guri email hay tai phan mém
ma nd con la dong luc dé phat trién nén kinh té toan cau. Trong thuc té, Internet
da tro thanh trinh diéu khién ciia nén kinh té. Sy xuat hién cla Internet va céc
mang cuc b da giap cho viéc trao doi thong tin tré nén nhanh chong, dé dang
hon. Email cho phép chiing ta nhan hay gtri thu ngay trén may tinh cia minh, E-
business cho phép thuc hién giao dich, budn ban trén mang... Ciing giéng nhu
Internet, blockchain xuat phat nhu mot trao luu véi dong tién 4o Bitcoin.

Su phat trién cua Internet ciing ddng hanh voi nhitng ton that sau cac cude
tAn cong mang, gdy anh hudng 16n dén nén kinh té cling nhu xa hoi. Theo cude
khao sat ctia hing phan tich Grant Thornton, khoan tién ma doanh nghiép mat
vao tay tin tic & Chau A-Thai Binh Duong lén t6i 81,3 ti do la trong vong 12
thang (tinh dén cudi thang 9/2015). Mt tén that tir cac dot tin cong mang &
chau A nhiéu hon Bic My t&i 20 ti USD va EU véi con sb twong tu, va chiém
dén hon 25% téng murc ton that ciia thé gidi (315 ti USD).... Tai Viét Nam ciing
xay ra tinh trang mét an toan véi cac tai khoan giri ngan hang, dién hinh nhu vu
tAn cong vao Vietcombank. [15]

Thang 2/2016, thong tin vé viéc Ngan hang Trung wong Bangladesh bi tin
tic danh cap 101 triéu USD gay chin dong thé gidi 1a mot bai hoc cho bat cir to
chtrc ndo. Su ¢b xay ra dugc cho 13 do Ngin hang nudc nay sir dung b dinh
tuyén cii gid 10 USD ma khong c6 bat cr mot hé thng tudng lira nao. S tién
ton that trong vu nay c6 thé 1én dén hon 1 ty USD néu nhu tin tic khong viét sai
16i chinh ta. [15]

Tir nhitng rii ro tir an ninh mang nén céc to chie tai chinh can nhiing cong
ngh¢ madi, vi du nhu nén tang cua déng tién sd Bitcoin, chinh 1a Blockchain,
duogc ki vong khong chi nham cit giam chi phi ngdn hang ma con dam bao tinh
an toan va xa hon nira 1a cAch mang hoa cac giai phap bao mat.

Vi thuc trang do, luan van nay c6 muc ti€u nghién ctu, tng dung cong
ngh¢ Blockchain va cong ngh¢ tién so trong viéc ho trg thanh todn trén nén thiét
bi di dong. Muc ti€u nay s€ dugc ti€n hanh véi nhitng nd1 dung chinh gom:

Tim hiéu tong quan vé cong nghé Blockchain, dong tién sd néi chung va
d6ng tién Bitcoin néi riéng. Mot sb 1y thuyét toan hoc co ban, cac ki thuat chinh
lién quan téi cong nghé Blockchain va ciing nhu tiém ning ung dung thuc tién
cling s€ dugc nghién ctru trong luin van nay.



Pé xuét giai phap ung dung cua cong nghé Blockchain trong viéc thanh
toan cua cac irng dung dién thoai di dong (In-app purchase).

Xay dung hé théng thir nghiém véi kha ning thanh toan di dong dua trén
cong nghé Blockchain va tién sd.

Cac két qua cua luan van thu dugc sau khi thyc hién cac ndi dung nghién
ctru trén dugc tong hop trén ban thao gdm 3 chuong chinh nhu sau:

Chuwong 1: Gi61 thiéu cong nghé Blockchain

Pua ra cai nhin tong quan vé cong nghé Blockchain [6]. Néu ra cac nén
tang 1y thuyét va cac k¥ thuat chinh sir dung trong cong nghé Blockchain. Pong
thoi trong chuong nay, luan vin ciing chi ra mot sé ung dung dién hinh cua
Blockchain dang dugc ap dung ¢ thoi diém hién tai nhu tién sb, hop dong thong
minh (smart contract [6])...

Chuwong 2: Thanh toan di dong va tién sé

Trong chuong ndy, ludn vin s& trinh bay vé mé hinh thanh toan di dong
truyén thong dang duoc st dung rong rai ¢ thoi diém hién tai. Pong tién sb ciling
s& dugc trinh bay cu thé trong Chuong 2, cach thirc hoat dong cua dong tién sb
ndi bat nhat hién nay la Bitcoin s€ duogc trinh bay cu thé va chi tiét.

Chuwong 3: Ung dung tién sb trong thanh toan di dong

Trinh bay vé viéc Gmg dung tién sb trong thanh toan cac mg dung di
dong, wu diém so voi phuong phap truyén théng van dang duoc st dung phd
bién. Chwong trinh mé phong mo hinh thanh toan str dung tién sé s& duge mé ca
cu thé trong chuong nay.

Phén két luén:

Néu 1én xu huéng phat trién cia cong nghé blockchain, tom tat két qua
dat duoc cta ludn van, ddng thoi dua ra nhitng dinh huéng nghién ctru tiép theo.



Chwong 1. GIOI THIEU CONG NGHE BLOCKCHAIN
1.1. Gi6i thiéu

Blockchain (chudi khéi), tén ban dau block chain 1a mét co s& dir liéu phan
cap luu trir thong tin trong cac khéi thong tin duoc lién két voi nhau bang ma
hoa va mo rong theo thoi gian. Mdi khéi thong tin déu chira thong tin vé thoi
gian khoi tao va dugc lién két toi khdi trude do, kém theo thong tin vé dir lidu
giao dich. [3]

Blockchain duoc thiét ké dé chdng lai viéc thay d6i cua dir liéu: Mot khi dir
liéu da dugc cap nhat trong mang thi s€ kho co thé thay ddi duge no. Néu mét
phan ctia hé théng blockchain sup d6, nhitng may tinh va nat khac sé tiép tuc
hoat dong dé bao vé thong tin.

Cong nghé Blockchain 1a mot loai chuwong trinh dé lwu, xdc nhén, van
chuyén va truyén thong dir lidu trong mang thong qua cac nat phan phdi cia
riéng ndé ma khong phu thudc vao bén thur ba [5].

Mot s6 trich din dang chu ¥ vé cong nghé nay duoc liét ké dudi day:

- “Thé hé dau tién ciia cudc cach mang k¥ thuat sé mang lai cho chung ta
thong tin cua Internet. Thé hé tha hai - dugc hd tro boi cong nghé
blockchain - mang lai cho chung ta gia tri ciia Internet: mot nén tang
moi dé dinh hinh lai thé giéi kinh doanh va bién d6i thu tu cong viée
clia con ngudi trd nén tot hon.” [3]

- “Blockchain 1a mét kho luu trit, co s¢ dit liéu phan tan toan cau, chay
trén hang triéu thiét bi va mé cho moi nguoi, khong chi don thuan 1a
thong tin ma con ca nhiing thtr c6 gia tri, cd danh hi¢u, hanh vi, danh
tinh, tham chi ca phiéu bau - c6 thé duoc di chuyén, luu trit va quan 1y
mot cach an toan va tu nhan. Su tin tuong duoc thiét 1ap thong qua hop
tac gitta s6 dong va ma théng minh chir khong phai boi cic nha trung
gian manh mé€ nhu c4c chinh phu va ngan hang.” [3]

Khong lau sau khi Bitcoin dugc phat hanh trén thé gidi, nhiéu ngudi nhanh
chong nhan ra cong nghé dang sau Bitcoin — Blockchain — c6 thé lam dugc
nhiéu hon 1a xir 1y cac giao dich tién t&. Nha phan phdi 16n nhét thé gisi cho
nhing hop ddng tai chinh cho rang c6 thé 1am cho cac hop dong tré nén an toan
hon bang cach xay dung mot hé théng dya trén cong nghé Blockchain vao nim
2018. Néu ké hoach nay di vao hoat dong, mdi nam s& c6 11 nghin ty USD duoc
giao dich qua hé théng nay [7].



1.2. Nén tang ly thuyét

Cong nghé Blockchain [6] dugc phat trién dua trén hai nén tang ky thuat
chinh 12 ham bam va chir ky sd. Mdi ngudi dung s& s¢ hitu mot cip khoa gdm
khoa bi mat va khoa cong khai. Khoa bi mat duoc luu trit bi mat va st dung dé
ky két cac giao dich. Cac giao dich da ky dung chit ky sé duoc phat di trén toan
bd mang. Chir ky s lién quan dén hai giai doan: giai doan ky két va giai doan
xac minh. Vi du: nguoi diung A mudn gii mot théng bao cho ngudi dung B,
trong giai doan ky, A mi hoa dir liéu ciia minh bang khoa bi mat va guri cho B
két qua da dugc ma hoa va dir liu gdc. Trong giai doan xac minh, B xac nhan
giao dich bang khoa cong khai cua A. Bang cach d6, B c6 thé dé dang kiém tra
xem dit li€u c6 bi gia mao hay khong [6].

1.2.1. Ham bam

Ham bam [1] dung dé chuyén ddi tir mot thong tin sang mot doan ma. Bt
ky nd luc gian 1an nao dé thay do6i bat ky phan nao cta blockchain s& bi phat
hién ngay lap toc vi gia tr1 bam ma1 s€ khong phu hop vé1 thong tin cli trén
blockchain. Bing cach ndy, nganh khoa hoc bao mat théng tin (can thiét cho
viéc ma hoa thong tin va mua sam truyc tuyén, ngan hang) di trd thanh mot cong
cu hiéu qua dé giao dich mo.

1.2.1.1. Khai niem ham bam

Ham bam (hash function) 1a thuét toan dung dé anh xa dir liéu co kich
thudc bat ky sang mot gia tri “bam” c6 kich thudc ¢ dinh, gia tri bam con duoc
goi la ““dai di¢n thong di€p” hay “dai dién ban tin”. [1]

Ham bam 12 ham mat chiéu, theo nghia gia tri ctia ham bam 1a duy nhét, va
tur gia tri bam nay, “khé” co thé suy nguogc lai duge ndi dung hay do dai ban dau
cta théng diép gdc.

Céac ham bam dong MD: MD2, MD4, MDS5 dugc Rivest dua ra co két qua
dau ra voi do dai 1a 128 bit. Haim bam MD4 dua ra vao nam 1990. Mot nim sau
phién ban manh MD5 ciing dugc dua ra. Chuan ham bam an toan: SHA, phirc
tap hon nhiéu ciing dua trén cac phuong phap tuong tu, duogc cong bd trong Ho
so Lién bang ndam 1992 va dugc chép nhan lam tiéu chuin vao nim 1993 do
Vién Tiéu Chuan va Cong Nghé Qudc Gia (NIST), két qua dau ra c6 d6 dai 160
bit.
1.2.1.2. Dac tinh cua ham bam [1]

Ham bam h 1a ham mot chiéu (One-way Hash) vé6i cac dic tinh sau:



1. Vi thong diép dau vao (ban tin gdc) x, chi thu dugc gia tri duy nhat z =
h(x).

2. Néu dir liéu trong ban tin x bi thay d6i hay bi x6a dé thanh ban tin x’, thi
gia trj bam h(x’) = h(x). Cho du chi 12 mot su thay doi nho, vi du chi thay
d6i 1 bit dir liéu cua ban tin goc x, thi gia trj bam h(x) ctia nd ciing vin
thay d6i. Piéu nay c6 nghia 1a: hai thong diép khac nhau, thi gia tri bam
cua chung ciling khéac nhau.

3. Noi dung cia ban tin gbc “kho” thé suy ra tir gia tri ham bam cua né.
Nghia 1a: véi thong diép x thi “dé” tinh duoc z = h(x), nhung lai “khé”
tinh nguoc lai dugc x néu chi biét gia tri bam h(x) (Ké ca khi biét ham
bam h).

1.2.1.3. Ung dung ciia ham bam

Ham bam duoc str dung trong nhiéu tng dung thuc té, dudi day 1a mot sd

ung dung ndi bat cia ham bam duoc sir dung phé) bién:

e Pam bao dir liéu khong bi stra d6i: Khi An mubn gui tai liéu X cho
Binh, An gt ca gié tri bam cua X va thuat toan bam. Khi nhén dugc tai
licu X, Binh dung thuét toan bam d6 bam lai X va so sanh vdi gia tri
bam An d3 giri, néu két qua khong trung khdp ching t6 tai liéu X da bi
chinh stra.

e HO trg cac thuit toan chi ky s6: Ham bam gilp tao ra dai dién tai liéu,
cac thuat toan ky s thay vi ky trén tai liéu ban dau c6 dung luong 16n,
s€ ky 1én dai dién cua tai liéu d6. Thoi gian thuc hién cia thuét toan ky
s& nhanh hon nhiéu lan.

* Xay dung cau trac dit liéu bang bam: Bang bam la mdt cau trac dit liéu
cho phép t6 chirc Iuu trit va tim kiém dir liéu mot cach nhanh chong va
thuan tién.

1.2.2. Chi ky sé
1.2.2.1. Khdi niém chir ky sé

Vé mit cong nghé, chir ky sé [1] 1a mot théng diép dir liéu di duoc ma hoa
gan kém theo mot thong diép dir liéu khac nham xac thuc nguoi giri thong diép
d6. Qua trinh ky va xac nhan chir ky nhu sau: Nguoi giri mudn gui thong diép
cho bén khac thi sé dung mot ham bam, bam thong diép gbc thanh mot “thong
diép tom tat” (Message Digest), thuat toan nay duoc goi 1a thut toan bam (hash
function) d& duoc trinh bay trong muc 1.2.1. Ngudi gii ma hoa ban tom tat
thong diép bang khoa bi mat ctia minh (st dung phan mém bi mat duoc co quan



chtng thuc cép) dé tao thanh mot chit ky sb. Sau do, ngudi gui tiép tuc gan kém
chit ky sb nay v6i thong diép dir liéu ban dau va gui thong diép da gin kém véi
chit ky mot cach an toan qua mang cho ngudi nhan.

Sau khi nhin duoc, nguoi nhan s& dung khoa cong khai cta nguoi gui dé
giai mi chit ky s thanh ban tom tat théng diép. Nguoi nhan ciing dung ham
bam gidng hét nhu nguoi giri da lam d6i véi thong diép nhan dugce dé bién do6i
thong di¢p nhan dugc thanh mot ban tom tét thong di¢p. Nguoi nhan so sanh hai
ban tom tat thong diép nay, néu ching giéng nhau tirc 13 chit ky s6 d6 1a xac
thue va thong diép da khong bi thay d6i trén dudng truyén di.

Ngoai ra, chit ky s6 c6 thé duoc gin thém mot “nhin” thoi gian: sau mot
thoi gian nhit dinh quy dinh bdi nhan d6, chir ky gdc s& khong con hiéu lyc,
d6ng thoi nhan thoi gian ciing 1a cong cu dé xac dinh thoi diém ky.

Creating and verifying a digital signature
- Calculate Encrypt the hashcode with
— hashcode private key of the sender

7 A
[1011...10101{ }1011...10101{
|

)

Creation of a digitally
signed document

(sender)
= Digitally signed |
| document |
| Hott.10101)| |
I
| S R — PR ——
Decrypt the signature
Calculate ' with the pUbllC key of Verifying the
hashcode the sender digital signature
7 (receiver)
|1011...10101| e |1011...10101|
If the calculated hashcode does not maich the result of the decrypled signature, edther the document was
changed after signing, or the signature was not generated with the private key of the alleged sender

Hinh 1.1: Mo hinh thuc hién chir ky s6
1.2.2.2. Ung dung cua chit ky sé
Chir ky s6 c¢6 y nghia to 16n va trd thanh mot phan khong thé thiéu ddi voi
nganh mat ma hoc. Ung dung cua chit ky sé da duoc trién khai trén nhidu quc
gia trén thé giéi, trong d6 c6 Viét Nam. So véi chit ky tay, chit ky sb giup céc ca
nhan, doanh nghi¢p thuc hién viéc ky céc tai lieu dugc nhanh chong, hi€u qua
hon. Mét sb ung dung cu thé cua chir ky ) trong thuc té c6 thé ké dén nhu sau:

6



« Ung dung trong chinh quyén dién tir: Cac ca nhan va doanh nghiép s&
khong can dén cic co quan nha nudc dé xuét trinh gidy to cling nhu ky
két cac gidy to. Thay vao do, viéc ky va guri cac tai liéu hoan toan thong
qua hé thong méy tinh. Hién nay nganh thué ¢ Viét Nam di cho phép
gui tai lidu ké khai thué qua mang sir dung chir ky sd.

e Ung dung trong ky két hop dong: Viéc ky két cac hop dong thuong
duoc thuc hién véi sy c6 mit cla tat ca cac bén lién quan va can nguoi
chung kién, diéu nay gy ton thoi gian dic biét 1a khi cic bén & xa nhau
vé khoang cach dia 1y. Chir ky s ¢ thé cai thién duoc viée ndy, cic bén
c¢6 thé xac thuc dugc chit ky ciia cac bén lién quan khac thong qua cac
thuat toan kiém tra chir ky.

Trong twong lai, tiém ndng cua chit ky so chac chan s€ con tién xa hon nira
va co theé dugc ing dung trong nhi€u trng dung cu thé khac nhu bo phiéu dién tir,
y té dién tu, ...

1.3. Cac ky thuat chinh

Cong nghé blockchain [6] twong dong voi co so dir lidu, chi khac & viée
tuong tac voi co s¢ dir ligu. Dé hiéu blockchain, can ndm dugc nim dinh nghia
sau: chudi khdi (block chain), co ché ddng thudn phi tip trung (decentralized
consensus), tinh toan tin cdy (trusted computing), hop dong thong minh (smart
contracts [6]) va bang chung cong viéc (proof of work [6]). Mb hinh tinh toan
nay la nén tang cua vi€c tao ra cac ing dung phan tan.

Parent Block Parent Block . Parent Block
Block Header Hash je— | Block Header Hash - Block Header Hash
Transaction Counter Transaction Counter Transaction Counter
0.4 X X X X X X X X
Block i-1 Block 1 Block 1+1

Hinh 1.2: Cdu tric dif liéu ciia Blockchain[6]
1.3.1. Céu tritc phi tip chung
Co ché nay nguoc lai véi mo hinh truyén théng — ¢o sO dir liéu duoc tap
trung va duoc dung dé quan 1y va xac thuc giao dich. Cong nghé Blockchain
khong dua vao cac to chirc thir ba dé quan 1y va xac thuc, khong c6 kiém soat

trung tam, tat ca cac nut nhan dugc thong tin tu kiém tra, truyén tai, va quan ly,
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dat su tin tudng vao cac nut, cho phép cac nut luu trir cic giao dich trong mot
khéi (block) [5]. Cac block dugc ghép ndi v6i nhau tao nén mot chudi khoi
(blockchain). Cau trac ctia mot block duge mé ta nhu hinh 1.3. Ciu trac phi tap
chung 1a dac diém nbi bat va quan trong nhét ctia Blockchain.

X Genesis Block

& Previous Hash (]
4 * ]

17 Timestamp Thu, 27 Jul 2017
02:30:00 GMT

Data Welcome to
Blockchain CLI!

© Hash 0000018035a828da0..

“\\ Nonce 56551

Hinh 1.3: Cdu triic ciia block géc trong blockchain

MGdi block trong Blockchain bao gdm céc thanh phan sau:

e Index (Block #): Thir tu ctia block (block gdc c6 thir tu 0)

* Hash: Gia tri bam cua block

* Previous Hash: Gi4 tr1 bam cua block trudc

* Timestamp: Thoi gian tao cua block

* Data: Thong tin luu trir trong block

 Nonce: Gia tri bién thién dé tim ra gia tri bam thoa man yéu cau ciia mdi
Blockchain.

Gia tri bam (Hash) s& bam toan bo cac thong tin can thiét nhu timestamp,
previous hash, index, data, nonce.

Khi c6 mdt block méi duge thém vao, block méi s€ co gia tri “Previous
Hash” la gia tri bam cua block dugc thém trude nd. Blockchain tim kiém block
dugc thém vao gin nhat dé iy gia tri index va previous hash. Block tiép theo
cua hinh 1.3 s€ duoc tinh nhu sau:

e Index: 0+1 =1
* Previous Hash: 0000018035a828da0...
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* Timestamp: thoi gian block duogc tao ra
* Data: dir liéu luu trit trong block
e Hash: ??

e Nonce: ?7?

Ta can tim gia tri “nonce” phu hop dé co gia tri bam Hash thoa man diéu
kién ctua Blockchain (c6 4 s6 0 ¢ dau gia tr1 bam). So lugng s6 0 & dau duoc goi
1a “difficulty” [12]. M4 gia ctia ham kiém tra gia tri Hash c6 thoa mén diéu kién
hay khong duge viét nhu sau:

function isValidHashDifficulty(hash, difficulty) {
for (vari =0, b = hash.length; i < b, i ++) {

if (hash[i] |=="0") {
break;

/

return i >= difficulty;

/

Cong viéc trén cling dugc goi 1a bang ching cong viéc (Proof of Work) [6].
Qua trinh tim kiém gia tri Nonce dugc thuc hién bﬁng ma gia sau:

let nonce = 0;

let hash;

let input;

while(lisValidHashDifficulty(hash)) {
nonce = nonce + I;
input = index + previousHash + timestamp + data + nonce;,
hash = CryptoJS.SHA256(input)

/

Béng cach luu trit dit liéu trén tit ca cdc nat cua minh, mang blockchain
loai bé céc rai ro di kém véi dit liéu dugc to chirc luu trir tip trung. Trong mang
khong cé cac diém tap trung dé bi ton thuong cho hé théng, khong co cac diém
trung tdm lam cho hé thong dimg hoat dong (central point of failure). Bat ky nut
nao trong mang khi dimg hoat dong s& khong anh hudng dén su van hanh cia hé
thong.

1.3.2. Tinh toan tin cdy

MJi niit trong mang c6 mot ban sao luu trir toan bd blockchain [6], chat
lugng cua dir liéu phu thudc vao su déng b0 lién tuc theo thoi gian gifra cac nut.
Céc nut trong mang déu c6 dd tin cay nhu nhau, khong c6 nit nao dang tin cay
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hon nut nao. Trao d6i dit liéu trong hé thong khong yéu cau cac nut tin tuéng 1an
nhau. Quy ché hoat dong cua toan bd hé théng va tat ca cac noi dung dir liéu déu
cong khai va minh bach. Vi vay, cac nat khong thé gia mao cac quy tic va thoi
gian do hé théng chi dinh.

1.3.3. Bang chirng cong viéc [6]

Bang chung cong viée (proof of work) trong mot mang blockchain dugc
hiéu 1a mot thir thach cho cac nit trong mang. Cu thé 1a cac nat can tim ra céc
block mdi1 cua blockchain béng cach tim ra gia tri bam théa man diéu kién cho
truée. Trong muc 1.3.1, diéu kién nay 1a gia trj “difficulty” — s6 luong s6 0 dung
phia trude gia tri bam.

1.3.4. Tinh chit ciia Blockchain

Co ché dong thudn phdn quyén (decentralized consensus)

Co ché nay nguoc lai véi mé hinh ¢ dién vé co ché dong thuan tip trung —
nghia 1a khi mot co s& dit lidu tap trung dugc dung dé quan Iy viée xéac thuc giao
dich. M6t so d6 phi tap trung chuyén giao quyén luc va su tin tudng cho mot
mang ludi 4o phi tap trung va cho phép cac nut cua mang ludi do lién tuc luu trir
cac giao dich trén mat khdi (block) cong khai, tao nén mot chudi (chain) doc
nhat: chudi khéi (blockchain). Mdi khdi ké tiép chua mot gid tri bam cta khoi
trude nod; vi thé, ma hoa (théng qua ham bam) duge sir dung dé bao dam tinh xac
thuc cua nguén giao dich va loai bé su can thiét phai c6 mdt bén trung gian. Su
két hop ctia md hoa va cong nghé blockchain lai dam bao rang s& khong bao gid
mot giao dich duoc thyc hién hai 1an. [11]

Bdo tri tdp thé (collective maintainance)

Khéi dit liéu (block) trong h¢ théng duge duy tri béi tat ca cac nat voi chic
ning bao tri trong toan bo hé thdng. Bat ky nit ndo ciing c¢6 kha ning ghi block
vao blockchain. Hon nita, cac nit trong hé thong c6 thé dugc tham gia boi bat
ct ai. [5]

Tinh bdao mdt va do tin cdy

Khi khéng ndm dugc 51% sd nit trong mang, dit liéu mang khong thé bi
kiém soat va sira d6i. Do d6, ban than Blockchain d3 trd nén twong dbi an toan
va c6 thé tranh viéc stra ddi dit liéu. Vi thé, néu mot sb lugng 16m cac nut c¢6 kha
ning tinh toan manh dugc tham gia vao hé thong thi dit liéu trong hé théng nay
s€ ¢6 do bao mat cao hon. [5]

Ma nguon mo
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Cong nghé blockchain duoc phat hanh theo ma ngudén mé. Ngoai thong tin
c4 nhan dugc ma hoa bdi cac bén kinh doanh, dit liéu Blockchain c6 thé truy cap
duoc boi tat ca moi nguoi. Bt cu ai cling co thé tim kiém dir liéu Blockchain
thong qua giao dién cong khai, cling nhu phat trién cac tmg dung c6 lién quan.
Toan bd hé théng rat minh bach. [5]

1.4. Phan loai cac hé thong Blockchain

Phan chia theo tinh cong khai, cac h¢ théng Blockchain hién tai duoc chia
lam 3 loai: blockchain cong khai, blockchain bi mat va blockchain lién két [6].
Trong blockchain cong khai, tat ca cac dit liéu duogc hién thi cong khai va tat ca
moi nguoi co thé tham gia va trd thanh mot nat vao trong mang blockchain.
Trong blockchain lién két, chi ¢ cac nit duge chi dinh dé tham gia vao mang
blockchain. Blockchain bi mat chi bao gém cc nat ctia mot to chire cu thé.

1.5. Cac trng dung dién hinh ciia cong nghé Blockchain

Blockchain dugc dam bao nho cach thiét ké sir dung hé thong luu trit phan
cap v6i kha néng chiu 16i cao. Vi vdy Blockchain phi hop dé ghi lai nhiing su
kién, ho so y té, xir Iy giao dich, cong chung, danh tinh va ching minh ngudn
gbc,. Cong nghé nay co tiém nang gitp chdng lai viéc dir lidu bi thay d6i, xir
1y cac van dé thiéu tinh minh bach trong bdi canh thwong mai toan cau.

1.5.1. Ung dung Blockchain trong tién sé

Blockchain khong chi danh riéng cho Bitcoin. Blockchain l1a cong nghé
ding sau, bao dam cho Bitcoin va nhitng dong tién sb (digital currency) khac
hoat dong. Piéu nay c6 nghia la: Bat ctr dong tién ndo chua ching minh duoc
chung s¢ hitu cong nghé Blockchain thi chiing ta déu co quyén nghi ngo tinh
chinh x4c cta ctia dong tién d6. Cach thic hoat dong cua tién s s& duoc trinh
bay cu thé trong chuong 2.

1.5.2. Ung dung Blockchain trong hop dong thong minh (Smart Contracts)

Smart Contract [9] (Hop dong thong minh) 1a mot thuat ngit mo ta kha
nang tu dua ra cac diéu khoan va thyc thi thoa thuan ciia hé théng may tinh bang
cach sir dung cong nghé Blockchain. Toan bd qua trinh hoat dong cua Smart
Contract 14 hoan toan ty dong va khong ¢ sy can thiép tir cic yéu t6 bén ngoai.
Xe tu 14i, hop dong thué nha dang chia khoa trao tay hay thu phi bao hiém...vv
chi 12 mot s vi du vé cach Smart Contract c6 thé chi phdi hoat dong kinh doanh
va doi séng cua con ngudi trong twong lai.

Smart Contract giup dam bao viéc thuc thi hop ddng hiéu qua hon hop
dong truyén thong va giam thiéu nhitng chi phi giao dich gy lang phi cho cic
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bén. Cac diéu khoan ctua Smart Contract twong duong véi mot hop dong phap 1y
va dugc ghi lai dudi dang ngdn ngir 1ap trinh va khong thé thay doi.

Muc tiéu chinh ctia Smart Contract 13 cho phép hai bén khong can xac dinh
danh tinh c6 thé lam viéc hay giao dich voi nhau trén Internet ma khong can
thong qua trung gian.

Sw khac biét giira Truyén thong va hién dai

Hop dong truyén thong duoc tao ra boi cac chuyén gia phap 1y véi mot
luong 16m tai lidu va can bén thir ba ching thyc. Diéu nay rat mat thoi gian va
trén thuc té van thudng xdy ra cac truong hop lira dao, 1am gia. Néu hop dong
xay ra sy ¢ thi can dya vao sy giai quyét ctia tu phap, didu nay dan dén ton kém
nhiéu chi phi lién quan. Tham chi trudng hop x4u xay ra 13 mau thuin.

Vé6i Smart Contract dugc tao ra bai hé thong may tinh bang cac ngdn ngir
lap trinh. Trong d6 d& néu rd cac diéu khoan va hinh phat twong duong giong
nhu hop dong truyén théng dua ra. Diéu khéc biét 1a, Smart Contract khong can
bt ctr su can thiép nao cua con nguodi, do vay dam bao viéc thuc thi 1a chinh xéc
va cong bﬁng nhét. Toan bd doan mi ctia Smart Contract dugc thue hién boi hé
thdng so6 cai phan tan cta Blockchain,

Nhu vay, dua trén cong nghé Blockchain, tng dung Smart Contract tiép tuc
cho chung ta thdy mrc d tin cy cao vé mat thoa thuan va trién khai thuc thi.
Piéu nay gitip chiing ta lién tuéng t6i viéc tmg dung Smart Contract s& lam thay
d6i hoan toan suy nghi ciia con ngudi trong cdc mdi quan hé ¢ sy rang budc.
Dic biét trong kinh doanh, diéu nay 13 vo cliing can thiét.

1.5.3. Mgt sé irng dung noi bat khdc
Nganh vin tai bién

Maersk 1& cong ty van tai bién 16n nhat thé gidi vira qua da hoan tat viéc
thir nghiém tng dung blockchain vao theo ddi hang hoa. Bai kiém tra khong chi
c6 Maersk ma con bao gdm su tham gia ctia dai dién Hai quan Ha Lan va B An
Ninh N¢i Dia Hoa Ky. Cong nghé blockchain ddm bao d¢ tin cy thong qua chir
ky dién tor giup cho viéc bd sot hoac gian 1an hang hoa trong qué trinh véan
chuyén tr& nén khé khan hon va giam thoi gian trung chuyén hang hoa.

Nganh ngan hang
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Bt chép su phtrc tap dac thu cia minh, nganh ngan hang van bi am anh boi
cac hé thong cham chap c6 thé mat hang gid hodc vai ngay dé xac nhan cac giao
dich co ban nhu ban ¢ phiéu hoac chuyén tien. Tuy nhién, viéc Barclays (mdt
cong ty clia nude Anh chuyén diéu hanh dich vu tai chinh trén toan thé gidi) tién
hanh mot giao dich dot pha (lién quan dén xuat khau bo) bang viéc sir dung cong
nghé blockchain vao nim 2016 cho thay diéu nay dang dan thay ddi. Cac ngan
hang 16n tham chi dang du kién str dung blockchain dé lam lai hé théng SWIFT
- duoc st dung trong céac giao dich lién ngan hang toan cau.

Nganh tap hoa

Walmart 1a mot trong nhiing doanh nghi¢p tién phong st dung blockchain,
gi khong 156 ban 1é nay da str dung blockchain tir ndim 2016 dé theo ddi ngudn
lon nhap tir Trung Qubc dén My. Trong thang 8, mot nhom noéng dan ¢ tiéu
bang Arkansas d4 in ma QR trén thung dung thit ga dé theo ddi giao dich. Tat ca
nhimg tng dung ndy déu gitp nha cung cap giam thiéu sé lugng thyc pham bi
hu hong va ngan chan bénh dich tran lan.

Nganh ludt phap

Tat ca cac ban thoa thuén tir ban nha cho dén hop dong lao dong déu yéu
cau c6 sy tham gia cia luat su va toa 4n. Hién nay, nhidu cong ty dang thir
nghiém sang kién hop doéng thong minh - mét ung dung cua cong nghé
blockchain - dé giam thiéu thi tuc. Cu thé, hé thdng sé& 1a noi tiép tiép nhan chia
khoa an toan ciia nguoi cho thué nha va tién ciia nguoi di thué nha. Néu thoi han
giao nhan chia khoa va tién khong tring khép thi hop dong sé khong dugc thuc
thi. Hién nay, cac ludt su c6 thé chua lo lang vi hop dong théng minh van con 1a
mot khai niém mdi la, nhung diéu nay c6 thé thay doi som, dic biét 1a khi cac
tiéu bang nhu Arizona cia Hoa Ky thong qua luat xac nhan hop dong thong
minh 1a hop 1¢€.

Nganh quan tri nhdn luc

Trong linh vuc nay, quan ly thong tin chinh 1a chia khoa dé thanh cong.
Tinh x4c thyc ciia thong tin nguén nhan lyc da trd thanh yéu t6 quan trong anh
huéng dén chi phi va hiéu qua cua viéc quan 1y ngudn nhéan lyc. Vi su phat
trién nhanh chéng cta cac thiét bi di dong va cong nghé Internet, cic rai ro nhan
lyc khac nhau giy ra bdi sy sai sot thong tin mang lai thiét hai kinh té d6i voi
cac doanh nghiép. Dua vao nghién ctru cuia Blockchain, mdt s6 mo hinh da duogc
dua ra nham muc dich két hop cong nghé mi hod truyén thng véi cong nghé
Internet dé thiét 14p mot mo hinh quan 1y thong tin nhan su, gop phan lam giam
chi phi quan 1y thong tin cho cac doanh nghiép [5].
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Két luan chwong

Chuong 1 d cho thdy cong nghé blockchain dugce xay dung dua trén hai
k§ thuat chinh 12 ham bam va chit ky s6, gitp cho dir liéu dugc dam bao tinh an
toan cao. V&i cac tinh chat dic trung ciia minh, nhiing tac dong c6 thé gay anh
hudng ciia cong nghé blockchain ddi véi cac nganh cong nghiép khac nhau 1a rat
dang cht y. Blockchain 13 céng nghé htra hen mot vai trd to 16n ddi véi cac tng
dung thuc té va rat nhiéu thir khac, va diéu nay chi méi bat dau!
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Chuong 2. THANH TOAN DI PONG VA TIEN SO

2.1 Thanh toan di dong
2.1.1 Gidi thiéu

Thanh toan di dong 13 dich vy thanh toan thong qua céc thiét bj di dong nhu
dién thoai, may tinh bang hay cac thiét bi di dong cac nhan khac tai bat cir dau,
bat ctr khi ndo mot cach nhanh chong ma khong can giao dich truc tiép tién mait
hay séc. Pay la mot trong nhitng dich vu hién dai véi kha nang tuwong tac nhanh,
d3 va dang dugc dau tu phat trién trong bdi canh hién nay.

Cung vé6i sy phat trién cta céac thiét bi di dong, cac kho tng dung (platform
phan phdi content) danh cho cac thiét bi ndy ciing phat trién mot cach nhanh
chong trong d6 khong thé khong ké dén AppStore va Google Play Store. Kho
tmg dung 13 noi ngudi viét ing dung tai ung dung 1én va ngudi dung thiét bi di
dong co thé tai vé cac tmg dung cho thiét bj cia minh. C6 nhiéu diéu khoan ma
cac bén sir dung kho ung dung cin tuan theo, trong d6 co diéu khoan vé doc
quyén thanh toan. Trong khi thanh toan di dong la mot dich vu vé6i kha nang
tuong tac nhanh va dugc dau tu phat trién, cac kho Gng dung d3 thay doi chinh
sach doc quyén thanh toan dich vu content qua hé thong thanh toan cta ho. Cach
thirc gan thanh toan cua Apple va Google s& duoc trinh bay trong muc 2.1.2 va
2.1.3.
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Hinh 2.1: S6 lwong ing dung trén cdc kho g dung (thdng 3/2017)
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Viéc &p dat thanh toan b::ing Visa va Master Card cling co nhiéu k& hé bj ké
gian loi dung dé truc loi, gy anh huéng dén doanh thu cta cac doanh nghiép
kinh doanh ndi dung sb. Cu thé, khach hang sau khi thanh toan trén kho tng
dung dé choi game, khi vira thanh toan xong ho c6 thé yéu cau hoan tra lai tién
(refund) thi ngay 1ap tirc s& duoc Google tra lai tién. Nhu vay, ca nha phat hanh
va Google déu khong thu duoc tién. Thoi han mot giao dich mua content trong
mg dung c6 thé yéu cau hoan tra lai tién ctia Apple 1a 90 ngay, cia Google 1a
180 ngay.

Theo 6ng Bao, giam ddc cong ty VTC Mobile, sé lugng giao dich bang thé
thanh toan qudc té bi hoan vé chiém binh quan tdi 70%, c6 ung dung 1én téi
90%. Hau nhu nha phat hanh khoéng c6 doanh thu, trong khi phai chi phi rat
nhiéu tién dé phat trién game ciing nhu chi phi quang céo. [13]

bé ngan chdn ké gian truc lgi, mot s6 nha phat hanh Game da budc phai ra
chinh sach dé game thu khong thé thanh toan duoc bang thé qudc té, hoic khi
thay khach hang thanh toan bang thé nhiéu tién qua thi s& tir chdi giao dich. Tuy
nhién 1am vay s& bj Store ha xubng véi 1y do tir chéi phuc vu khach hang.

IV' App Store

2.1.2 Thanh toan trén Apple Store

iOS Device

Hinh 2.2: Ludng thanh todn ciia Apple
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Apple cung cap b thu vién StoreKit dé hd tro viéc thanh toan gitta Server
Apple va tmg dung cta 1ap trinh vién. Ludng thanh toan cta Apple duoc chia
thanh hai mé hinh dé trién khai: M6 hinh thanh toan khong c6 may chi web va
mo hinh thanh toan c6 may chu web. V41 cac ing dung game, thong thuong ap
dung theo md hinh c6 may cha web (web server). Apple yéu cau tit ca céac
Game néu c6 thuc hién mua ban ndi dung bén trong phai gin thanh toan qua
cong thanh toan ctia Apple, doanh thu sé& chia theo ti 1& nha phat hanh 70% -
Apple 30%. 30% 1a mot con sd kha 16n, 16n hon rat nhiéu so véi cac kénh thanh
toan bang thé nap thu thé Viettel, Vinaphone,...
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Hinh 2.3: M6 hinh thanh toan co may chu web

Theo hinh 2.3, sau khi giao dich két thuc, web server thuc hién nghi¢p vu
va tra noi dung ma ngudi dung di mua vao ung dung. Néu sau budc ndy ngudi
dung yéu cau hoan tra tién, khi d6 web server khong c6 cach nao dé lay lai noi
dung di cép cho ngudi dung.
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2.1.3 Thanh toan trén Google Play

isBillingSupported()

\J

SUPPORTED/NOT_SUPPORTED

getPurchases()

\J

Bundle(RESPONSE_CODE, INAPP_PURCHASE_ITEM_LIST,
INAPP_PURCHASE_DATA_LIST,
INAPP_DATA_SIGNATURE_LIST,
INAPP_CONTINUATION_TOKEN)

getSkuDetails()

\J

Your
In-app Google
Biling Bundle(RESPONSE_CODE, DETAILS_LIST) ________ Play App

Application

getBuyintent()

\ J

Bundle(RESPONSE_CODE, BUY_INTENT)

startintentSenderForResult()

\ J

Bundle(RESPONSE_CODE, INAPP_PURCHASE_DATA,
INAPP_DATA_SIGNATURE)

Hinh 2.4: Luéng thanh todn ciia Google

Hinh 2.4 m6 ta ludng thanh toan cua cac tmg dung trén Google Play Store
khong c6 may chu web. Véi cac giao dich c6 may chu web, mot bude nita dugce
thém vao ludng trén: sau khi nhian duoc “INAPP_PURCHASE DATA” tir
Google Play App, ting dung gui thong tin ndy kém theo mot s6 thong tin khac
lién quan dén tai khoan vira thyc hién thanh toan 1én may chit web, may chii web
tién hanh xac thuc thong tin dua vao “INAPP_ PURCHASE DATA” va tién
hanh xir 1y nghiép vu ddi v6i ngudi ding vira thanh toan thanh cong.

r

2.2  Tiénsb

2.2.1 Gioi thiéu
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Ciing giéng nhu tién gidy truyén thong, tién sb 1a mot loai tién té thé hién
tai san ctia ngudi chu so hitu, cho phép giao dich va chuyén giao quyén s hiru
khong giéi han. Loai tién té nay ciing c6 thé duoc st dung dé mua hang hoa,
dich vu trong mdt cOng déng nhét dinh. Diém dic biét ca tién s 1a nd khong
ton tai dudi dang vat chit ma duoc lwu trit trén mang may tinh.

Bitcoin va blockchains ¢6 mot sé dic diém hra hen 1lam ching tr¢ thanh
cong nghé tot dé xur 1y cac khoan thanh toan. Thir nhat, chung duoc dua trén mot
mang ngang hang (P2P) dé thyc hién luu trir va thuc hién cac giao dich. Tinh
chat phi tap trung cia bitcoins dwa vao blockchain cho phép né hd tro cac giao
dich tu tri. Loi thé khac 1a rat d& dang tao tai khoan méi - mdi thiét bi co thé dé
dang c6 tai khoan riéng, mot tai khoan méi c6 thé dugce tao ra trong vai gidy. Vi
vay, khong co bén thir ba nao kiém soat cac tai khoan va cac tai khoan khong
truc tiép lién két voi bat ky ca nhan nao [8].

Chung ta can phan biét giir tién 4o va tién sb. Tién ao 14 tién khong co gia
tr1 thyc, khong dugc bao 1anh béi cac tai san c6 giad tri nhu tién mat, vang,....
Tién 4o thuong duoc str dung trong cac ing dung nhu tro choi dién tir, ching co
thé sir dung & trong trd choi nhung khong thé dem ra ngoai dé mua cac san
pham va dich vu khéac [14]. Mot s6 doanh nghiép phat hanh tro choi dién tir tai
Viét Nam nhu Garena str dung tién 4o 1 “so”, Gamota sir dung tién ao 1a “Gxu”,
“vang”, “KNB”, .... Tién sd 1a loai tién dugc sinh ra boi cac thuit toAn ma hoa
phuc tap. Khéc véi tién 4o, tién sb co gia trj thue va duoc trao doi thong qua cac
thiét bi c6 két ndi internet ma khong thong qua to chirc trung gian hay qudc gia
nao. [14]

Hién tai trén thé gid1 co rat nhiéu loai tién sd khac nhau, hau hét déu st
dung cong nghé blockchain da trinh bay trong chuong 1. Di dau trong cac loai
tién sé do 1a Bitcoin (BTC), ngoai ra con nhiéu dong tién s khac co gia tri cao
dugc thi truong chép nhan nhu mot loai tién t¢ thanh todn nhu Ethereum (ETH),
Litecoin (LTC),...

Tién s6 dam bao dugc 3 yéu t6 sau:
e Puogc nhiéu nguoi chéip nhin va dugc st dung dé thanh toan, trao doi
hang hoa, dich vu.
* (6 thé chuyén doi sang cac loai tién té khac mot cach nhanh chong.
* Viéc phat hanh ciing tudn theo mot s6 quy tic nham dam bao khong gay
ra lam phat 1am giam gié tri cia dong tién.
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Ta c6 thé thay tién sO cling la mdt loai tién t&. Viéc s¢ hiru nhitng dong tién

sO cling col nhu s& hitu mot khoi tai san. Tién sO 1a xu thé tat yéu trong qua trinh

tién hoa cua tién t¢ cling nhu khoa hoc cong nghé.

2.2.2 Mé hinh tién sé Bitcoin

Bitcoin 1a mot loai tién s6 su dung nhu mot cuon s6 cai phan quyén, st

dung cong nghé blockchain dé theo doi tt ca cac giao dich da thuc hién va tat ca

cac khoan tién hién c6 ctia moi tai khoan. Bitcoin dugc gidi thi¢u vao nam 2008

vO1 biét danh Satoshi Nakamoto. Téng quan vé dy an Bitcoin duoc gidi thigu tai

trang web cua dy an [4]. Bitcoin 1a mot cudc cach mang 16n khi bai toan giao

dich duogc giai quyét ma khong c6 su kiém soat tir bat ctr ai, khong ai co thé thay

d6i thuat toan ciing nhu phuong thirc van hanh.

Bitcoin ¢6 nhiing vu diém dang ké sau:

Thuan tién trong giao dich: giao dich cia BTC dugc thyc hién theo giao
thirc P2P, tién duoc gui truc tiép tir nguoi giri dén nguoi nhan ma khong
thong qua bén thir ba nén giao dich dugc thuc hién nhanh chong va thuin
tién.

An toan va bao mat: Mdi giao dich déu duoc thuc hién va 4n danh nguoi
glri va nguo1 nhan.

Khong thé bi 1am gia: BTC khong hién hitu dudi dang vat chat nén khong
thé bi 1am gia.

Chi phi giao dich thap: Mdi giao dich chi mét phi xir Iy giao dich, khong
mat mot khoan phi trung gian nao.

Bio vé moi trudng: Hé thong may tinh xtr 1y bitcoin ton it tai nguyén hon
nhiéu so voi hé thong tai chinh in tién truyén thong.

Tiém nang thuong mai dién ti: Moi giao dich cia BTC khong thé bi hoan
tra, co thé giai quyét duoc van dé nguoi st dung dich vu yéu cau hoan
tién da trinh bay trong muc 2.1.1.

Bén canh cac l¢1 ich cia minh, BTC ciing c6 nhiing han ché riéng:

e Kho st dung: Dé st dung BTC, nguoi dung phai thanh thao st dung cac
thiét bj nhu may tinh, dién thoai. Ddi vi mot nguoi it tiép xuc véi cong
nghé s& khong thé sir dung dong tién nay.

To1 pham rtra tién 1ong hanh: Véi déc trung an danh cua minh, ca nguoi
glri va nguoi nhan BTC déu khong bi phat hién, td61 pham rira tién c6 thé
str dung dong tién nay nhu mot phuong phéap giao dich.
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Trén thé gidi c6 nhiéu qudc gia da chap nhan va ung hd dong tien BTC, tuy
nhién mot sO noi van khong chap nhan dong tién nay.

L
A

B E -

» > HOSTILE UNKNOWN

Hinh 2.5: Biéu dé chdp nhdn BTC trén thé gidi
Pé hiéu rd cach thirc hoat dong clia dong tién sd, ching ta hiy cling tim
hiéu chi tiét vé BTC. Ta can lam rd ba van dé:

e Bitcoin dugc sinh ra nhu thé nao?
e BTC duoc luu trir nhu thé nao?
* (Cach m¢t giao dich BTC dugc thyc hién.

1. Cach tao ra Bitcoin

Trong hé thong tién té truyén thong, tién duogc in ra bang vat chat. BTC la
mot déng tién sd, hoat dong ctuia n6 dua trén mot mang ludi cic may tinh, mdi
may tinh trong mang duoc goi 1a mot nut (node) cuia mang d6. Moi nut thuc hién
viéc “dao” BTC bﬁng cach thyc hién tinh toan. Mdi nut con co tén goi khac 1a
“thg md”, vi sao lai goi nhu vay ta s€ cung tim hiéu cach hoat dong cua mang
bitcoin.

Céc giao dich bitcoins dugc thyc hién moi luc, moi noi thong qua mang
bitcoin, khong ai c6 thé theo ddi duoc giao dich d6 dugc gui tur ai va guri cho ai.
Mang bitcoin dam bao van dé nay bang cach tap hop tat ca cac giao dich trong
mot khodng thoi gian nhét dinh vao mot danh sach, sau d6 cong viéc cua cac nut
trong mang 1a giai bai toan PoW [6] dé tim ra block mdi va cap nhat vao
blockchain.
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S6 cai 1a mot blockchain (dd gidi thiéu trong Chuong 1), ¢6 thé dung dé tra
ctru bat ky giao dich nao cua bt ky dia chi bitcoin nao, tai bat ctr thoi diém nao
trén mang. Bét cr khi nao mdt block dugce tao ra s& dugc thém vao blockchain,
tao ra mot danh sach ngay cang tang cua cac giao dich da tung thyc hién trén
mang bitcoin. Méi nat trong mang luén c6 mot ban sao dugc cip nhat lién tuc
cac block dé dam béao cac nit ¢ thé thuc hién tinh toan mot cach chinh xac,
dam bao sb cai dugc tin tudng va blockchain khong thé bi gia mao.

Khi danh sach cac giao dich dugc tap hop lai, cac nit bat dau thyc hién xtr
1y, tim ra block thoa man diéu kién cua blockchain. Cu thé 1a tim ra ham bam
thoa man diéu kién cua blockchain. Cong viéc nay dugc goi 1a “proof of work”
[6] dugc trinh bay trong muc 1.3.3. Gia tr1 bam dugc tinh toan dua trén thong tin
vé cac giao dich, thoi gian, gid trji bam cua block trudc d6 duge luu trong
blockchain. Véi viéc gid tri bdm st dung cd gia tri bam cua block trude do,
blockchain dam bao dir lidu ciia mot block kho c6 thé bi thay ddi, vi néu mot
block bi thay d6i thong tin thi tit ca cac block sau no s& bi thay ddi gi tri bam,
dan tdi cac block d6 duoc danh gia 1a khong hop 18.

Trén day la cach mot nat trong mang bitcoin hoat dong, cac nat st dung
phan mém dugc phat hanh boi t6 chitc/c4 nhan di phat hanh bitcoin, va canh
tranh v&i nhau dé thuc hién cong vi€c nay. Bt ctr khi nao mdt block duge mot
nut tim ra, nut d6 s€ nhan dugc mot phén thuong 1a mot luong bitcoin cu thé
(12.5 BTC ¢ thoi diém 09/2017) va phi giao dich cta cac giao dich nam trong
block d6. Hinh 2.6 1a thong tin chi tiét vé mot block trong mang bitcoin. Viéc
tim gia tri bam ctia mot tap dit liéu 1a rat don gian, tuy nhién mang bitcoin da ap
dung bang chimg cong viéc dé lam viéc nay kho khan hon giup cho lwong BTC
khong thé bi khai thac hét trong mot thoi gian ngan.

Pé tim ra mot block, cic nit trong mang khong dugc phép thay doi thong
tin cac giao dich, nhung phai thay dbi dir liéu dé tim ra mot gia tr1 bam phu hop.
Diéu nay duoc thyc hién béng cach st dung mot dir liéu ng:flu nhién dugc goi la
“nonce” (da dugc trinh bay trong muc 1.3.1). Khi mdt gia tri bam khong phu
hop, “nonce” dugc thay ddi va thuce hién lai qua trinh bam. Diéu nay co thé mat
nhiéu thoi gian va cac nat trong mang ludn c¢d gang thyc hién, chi c6 nat tim ra
dau tién méi duge hudng phan thudng bitcoin. D6 1a cach cac nut kiém duoc
bitcoins, va vi sao ching lai dugc goi 1a “thg mo”.
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Block #488889

Summary

Number Of Transactions
Output Total

Estimated Transaction Volume
Transaction Fees

Height

Timestamp

Received Time

Relayed By

Difficulty

Bits

Size

Weight

Version

Nonce

Block Reward

789

2,255.39824092 BTC
825.94814876 BTC
0.09386862 BTC
488889 (Main Chain)
2017-10-08 15:19:15
2017-10-08 15:19:15
BW.COM
1,123,863,285,132.97
402717299

999.17 kB

3996.32 kWU
0x20000000
3578296310

12.5BTC

Hashes

Hash

00000000000000000021175e4362664b677210b96e642dd0f4e0f4af0105c87

Previous Block 000000000000000000913a50c6a5¢1b7f48adad875b7 1fb937f48016e7517262

Next Block(s)

Merkle Root

b88318e254b6b75b2f3d51428e88261e4326126def605ea51b0cef682acfef84

BLOCKCHAIN

GET THE WORLDS
MOST POPULAR DIGITAL
CURRENCY WALLET

GET STARTED NOW

Hinh 2.6: Thong tin mot block trong mang bitcoin

(ngudn: https://blockchain.info)

2. Cach lwu trir Bitcoin

Transaction 0

100,000 (TX 0)
(100k)
satoshis .
............. .. mpu(O
output0

outputl ||

TX 1
input0
& TX3
output0 30k = input0
20k Unspent TX
T
TX 2 output0 Output (UTXO)
50k
input0
X 4
output0 20k 1 input0
TX 6
output] output0 10k
20k input0
\ TX 5
. inputl
input0 10k Ly
/ 10k
UTXO
output0 output0 -

Hinh 2.7: M6 hinh giao dich cua Bitcoin

Trong mo hinh tién s6 Bitcoin, dit li¢u dugc luu trong cac giao dich la céac

Input va Output, dugc lién két véi nhau nhu hinh 2.7. Mdi Input ciia mot giao
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dich can dugc tham chiéu bi mot Output cia mdt giao dich trude d6. Theo hinh
2.8, mdi Input gdm cac thong tin:

* Previous tx: gia tri bam cua giao dich c6 chira Output tham chiéu toi Input
nay
e Index: chi sé caa Output & giao dich trude d6
e ScriptSig: gom hai thanh phan, chit ky ctiia nguoi thuc hién giao dich va
khoa cong khai cua nguoi do.
Input:
Previous tx: £5d8ee39a430901c91a5917b9f2dc19d6dlale9cea205b009ca73dd04470b%ab
Index: 0

scriptSig: 304502206e21798a42faele854281labd38bacdlaced3ee3738d9e1446618c4571d10
90db022100e2ac980643b0bB82cleB88ffdfecbbbdeldebba3Se7ba5£fdd7d5d6cc8d25¢c6b241501

Output:

Value: 5000000000

scriptPubKey: OP_DUP OP_HASH160 404371705fa%bd78%a2fcd52d2c580b65d35549d
OP_EQUALVERIFY OP_CHECKSIG

Hinh 2.8: Dir liéu trong mot Transaction

(ngudn: https://en.bitcoin.it/wiki/Transaction)

Output dugc chia thanh hai loai, da dugc ti€u va chua dugc tieu (UTXO)
[9]. Output gém cac thong tin:

* Value: Gia tr1 Satoshi gtri cho ngu61 nhan
* ScriptPubKey: Chtra thong tin vé ham bam, dia chi nguoi nhan

Gia tri BTC ctia mét dia chi vi khong duogc luu trit bang mot gia tri cu thé,
ma duoc tinh bang tong sé BTC trong cac Output chua tiéu (UTXOs) [9] cua dia
chi vi d6. Tong s6 BTC trong cac UTXOs [9] ludn bang téng sé BTC cuia mang
blockchain.

Khi A mudn gtri BTC cho B, A can tao ra cac giao dich vé1 Input léy tur tap
cac UTXOs [9] cua A, va Output c6 dia chi nhan la dia chi vi cia B. Khi cac
nut thyc hién xac thyc giao dich chinh la kiém tra chir ky trong Input ma A da
tao. Néu giao dich thanh coéng, Output tham chiéu tdi Input cta giao dich d6 s&
dugc cap nhat trang thai da ti€u, xo6a khéi tap UTXOs [9], va cac Output méi
duoc tao ra sé dugc thém vao tap UTXOs [9].
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Hinh 2.9: Tao khéa dé thiee hién giao dich trong bitcoin

M&i nguoi ding bitcoin can tao mot vi bitcoin dé luu trit khoa bi mat dé
truy cap vao dia chi bitcoin dé co thé thuc hién céc giao dich. Theo hinh 2.9, khi
Alice muén gtiri BTC cho Bob, Bob can tao ra cap khoa g6m khéa bi mat va
khoa cong khai, bitcoin sir dung thuét toan chit ky s6 duong cong Elliptic
(ECDSA) [10] dé thyuc hién ky cac giao dich. Dia chi vi cia Bob chinh 1a gia tri
bam cua khoa cong khai dugc ma hoa base58, Alice giri BTC vao dia chi vi cua
Bob bang cach giai ma base58 dé 1y gia tri bam khoa cong khai ctia Bob, Alice
tao cac Outputs cua cac giao dich cho phép bét ctr ai cling co thé tiéu cac Output
d6 néu chirng minh dugc hg c6 khoa bi mat ciia Bob. Qua trinh giao dich nhu
trén dugc goi la thanh toan qua gia tri bam khoa cong khai (P2PKH — Pay to
Public Key Hash).

Vi bitcoin c6 nhiéu hinh thirc khac nhau, dugc thiét ké cho nhiéu loai thiét
bi khac nhau. Néu khong mudn Iuu trir trén may tinh, ban c6 thé in ra gidy va
Iwu trit nhu vi vat 1y thong thuong. Vi bitcoin c6 mot sé dang chinh nhu: may
tinh, dién thoai di dong, online, gidy va phan ctng.

e My tinh: Bitcoin cung cdp phin mém “Bitcoin Core”
(https://bitcoin.org/en/download) cho phép nguoi dung cai dat trén may
tinh. Ngoai viéc dong vai trd nhu mot nit trong mang, phdn mém nay
cho phép chung ta tao ra mot dia chi bitcoin dé guri va nhan bitcoin, luu
trir khoa bi mat.

* Dién thoai di dong: Véi xu thé phat trién cta cac thiét bi di dong va
thanh toan online moi lic moi noi, ngay ca trén duong phé, vi duoc cai
dat trén dién thoai di dong 1a rt can thiét. Vi bitcoin ciing duogc cai dat
nhu cac phan mém khac trén thiét bi di dong cta ban, cho phép luu trix
cac khoa va thuc tién thanh toan truc tiép bﬁng dién thoai.

Vi trén dién thoai di dong c6 mot diém chung la khong thé luu trix déy du
ban sao cua blockchain, n6 chi luu trir mot tap con rat nho va dya vao cac nat
dang tin cdy trong mang bitcoin dé dam bao rang cac giao dich dugc thuc hién
chinh xac.
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* Online: Vi online dugc thyc hién thong qua website, ban co thé dang ky
tai khoan thong qua mot trang web, khoa bi mat va dia chi vi cia ban sé
dugc luu trit trén may tinh s¢ hitu bdi mot nguoi khac. Co mot bat loi
16n khi ban stir dung vi hinh thirc nay, website ma ban tin tuéng dang
nim gilt khoa bi mat cua ban va co thé thuc hién giao dich, cling nhu
nim giflt toan bd s6 bitcoin cua ban.

« Mot s6 website uy tin dang duoc nhiéu ngudi sir dung nhu:

v" Coinbase: https://www.coinbase.com

v Circle: https://www.circle.com
v Blockchain: https://blockchain.info
v’ Xapo: https://xapo.com

Vi gidy: Vi gidy 1a mot lya chon phd bién dé luu trir bitcoin, mot sd
trang web cung cap dich vu in vi gidy. Trén vi s& chira hai thong tin, mot
1a dia chi bitcoin dé nhéan bitcoin, hai 12 khoa bi mat st dung dé su dung
bitcoins duogc luu trir tai dia chi do.

* Phan ctng: Vi phan ctng hién nay rat han ché vé sb lugng, chiing 1a cac
thiét bi chuyén dung dung dé luu trir khoa bi mat va tao thuén lgi cho
viéc thanh toan.

3. Cach thue hién giao dich Bitcoin

Céc giao dich bitcoin dugc giri va nhan thong qua cac dia chi vi bitcoin.
Céc nut trong mang déu bict vé cac giao dich, c6 thé tra ctru lich st ctia cac giao
dich ciling nhu cua céc vi bitcoin.

Nhu ta da biét, bitcoin khong dugce luu trit & bat ky dau, chi c6 lich str cac
giao dich duoc ghi lai. Khong gidng nhu mot tai khoan ngan hang c6 mot gié tri
tién cu thé, bitcoin khong ton tai trén bat ky thiét bi phan cing hay phan mém
nao, thay vao do, cac giao dich bitcoin dugc ghi lai, d6 chinh 1a théng tin tdng
hay giam s6 du tai mot dia chi vi bitcoin. Blockchain cua bitcoin luu trit toan bd
cac giao dich, néu mudn tim gié trj bitcoin cta vi ta chi can tra ctru lai cac giao
dich cua dia chi vi d6 trong blockchain.

Hinh 2.8 12 mét vi du vé giao dich BTC vdéi 1 Input va 1 Output. Trong vi
du trén, giao dich chuyén 50 BTC tir Output #0 (index cta Output) trong giao
dich c6 gia tri bam “f5d8e...” cho dia chi vi “4043...”. Output sinh ra dugc goi la
UTXO (unspent transaction output) [9]. Bat ky ai ciing c6 thé chi tiéu UTXO [9]
nay néu ching minh dugc ho c6 khéa bi mat cé thé tao ra Input mai chira
scriptSig dap tmg diéu kién trong scriptPubKey caa UTXO [9] d6.
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Hinh 2.10: Danh sach cac giao dich trong mot block [2]

Quy trinh thuc hién mdt giao dich bitcoins:

* @Giao dich dugc thong bao cho cac nit trong mang.

* (Cac nut tap hop cac giao dich maéi va thuc hién PoW [6] tao mot block.

 Khi mét block dugc tim ra, né dugc thong bao cho tit ca cac nat trong
mang.

e Céc nut khac tién hanh xac thuc cac giao dich trong block d6, va chi chap
nhan block d6 khi tat ca cac giao dich 1a hop 18.

 Céc nat sau khi chdp nhdn block s& thém né vao blockchain, va sir dung
gia tri bam ciia block d6 1a 1 tham sé dé tim gia tri bam cua block tiép
theo.

Céc giao dich bitcoins cling c6 thé mat mot khoan phi, phi giao dich dugc
tinh dua trén nhiéu yéu td. Céac nut trong mang thuc hién tinh toan va nhan dugc
phan thudng bitcoin, vi thé phi giao dich hién tai c6 thé & muc thap. Khi phan
thuong bitcoin khong con nhiéu, c6 thé murc phi giao dich sé ting 1én dé dam
bdo cac nut trong mang hoat dong ma khong bi thua 15.

Pé xac thuc mot giao dich, mgt nut khong can duyét toan bd blockchain.
MGdi nat trong mang luu mot ban sao cua blockchain, va mdi block déu luu trir
thot gian tao, khi can xac thuc mot giao dich, nut do sé tién hanh xac thuc chir
ky trong cac Input ciia giao dich c6 hop 1& véi cac Output tham chiéu t6i Input
d6. Néu toan bo céac Input ¢ chit ky hop 18 thi giao dich 13 hop 18.

Trén day 12 mo hinh hoat dong chinh ciia bitcoin, giup chiing ta hiéu dugc
khai quat cach thirc mang bitcoin luu tritr giao dich va thyc hién céc giao dich
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dam bao do tin cay va tranh dugc bai toan ti€éu mot déng tién nhiéu lan (double
spending).

2.2.3 D9 an toan cua tién so

V61 cach thuc thuc hién giao dich duge duge trinh bay trong muyc 2.2.2, khi
An muén gui tién cho Binh, An tao ra giao dich c6 Output chira thong tin khoa
cong khai cta Binh. Output nay s& co trang thai 1 chua tiéu (UTXO), va bat cir
c6 khoa bi mat ctia Binh déu c6 thé thuc hién chi tiéu Output nay, néi cach khac,
bat ctr ai co thé tao ra giao dich méi c6 Input duge tham chiéu tir UTXO cua
Binh déu c6 thé tiéu tién cta Binh. Vay do an toan ctua tién sb phu thudc vao chir
ky s6 ma ddng tién dé st dung.

Pé danh gia do an toan cua mot déng tién s, ta can danh gia thuat toan ky
s6 ma dong tién d6 sir dung, cu thé 1a danh gia vé téc do ky, do dai cia khoa va
kha ning pha khéa. Pong tién s Bitcoin va TYM (sé& trinh bay trong chuong 3)
st dung thuat toan ky s6 ECDSA, thuat toan nay da duogc kiém chiing thuc té
v6i cung kich thudce khoa, tbec do ky cuia ECDSA nhanh hon nhiéu lan so voi
RSA (hinh 2.11). Kha nang pha khoa cua thuat toan ECDSA 1a viéc gidi bai toan
logarit roi rac, kho hon nhiéu so véi bai toan tach sé don thuan ciia RSA.

sign/s
256 bit ecdsa (nistpZ56) 9516.8
rsa 2048 bits 1001.8

(openssl 1.0.Z2 beta on x86_64 with enable-ec_nistp_64_gcc_128)

Hinh 2.11: So sanh toc dg ky ciia ECDSA va RSA
(ngudn: https://blog.cloudflare.com)

2.2.4 Tiém nang phat trién cua tién so

Ciing gidng nhu tién gidy, tién sb cling 14 mot don vi tién t& va ngudi sé
hitu tién sb ciing 14 s hitu mot khoi tai san co gid tri nhat dinh. Ngoai ra tién sb
c¢6 nhiéu vu diém vuot trdi hon tién gidy, tién sd gitp ngudi st dung thanh toan
dé dang va thuan tién, khong phai mang theo tién trong vi nhu tién gidy. Tién sd
cling dam bdo dugc tinh an toan va bao mat cao nho viéc ing dung cong nghé
blockchain va chit ky $6 trong viéc thuc hién cac giao dich.

Hién nay, trén thé gi6i c6 rat nhidu dong tién sb da ra doi va duoc nhiéu to
chtrc, doanh nghiép chép nhén thanh toan. Nhiéu linh vuc vé kinh té cling nhu
khoa hoc cong nghé da chip nhan thanh toan bang dong Bitcoin, Ethereum,...,
ndi bat trong so d6 1a cac cong ty 16n nhu Microsoft, Reddit, WordPress.com,....

29



“#

Name

© Bitcoin

4 Ethereum

© Bitcoin Cash

*¢ Ripple

Litecoin

® Bitcoin Gold

= Dash

Market Cap

$173,993,206,750

$47,080,642,737

$25,251,796,139

$11,178,115,286

$5,447,731,233

$5,197,000,359

$5,105,259,723

Price

$10,414.00

$490.33

$1,500.61

$0.289417

$100.80

$311.62

$661.59

Volume (24h)

$6,974,580,000

$1,512,690,000

$1,270,900,000

$630,669,000

$530,327,000

$107,787,000

$166,445,000

Circulating Supply

16,707,625 BTC

96,017,887 ETH

16,827,688 BCH

38,622,870,411 XRP *

54,042,808 LTC

16,677,311 BTG

7,716,699 DASH

Change (24h)

6.65%

2.18%

-6.53%

7.83%

10.00%

-12.02%

5.20%

Hinh 2.12: Gid tri von héa trén thi truong ciia mot sé dong tién dién tir (11/2017)

Hinh 2.12 cho thiy gi4 tri vén hoa ciia cac dong tién dién tir hién nay 1a rat

16n, riéng dong tién Bitcoin khoang 174 ty USD. Céac ddng tién dién tir hién van

dang c6 xu hudng ting truéng manh mé. Trong twong lai, tién dién tir hira hen

s€ con phat trién nhu mdt giai phap maéi cho van dé vé tai chinh va tién t¢.
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Hinh 2.13: Téing trudng ciia dong tién sé Bitcoin (BTC)
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Hinh 2.14: Téing tredng ciia dong tién sé Ethereum (ETH)

Két luan chwong

Chuong 2 di trinh bay chi tiét vé mo hinh thanh toan trén cac ung dung di
dong str dung nén tang ciia App Store va Google Play Store va cac vin dé ma
cac nha phat hanh noi dung sd dang gip phai. Pong thoi chuong ndy ciing trinh
bay vé mo hinh hoat dong cua dong tién sb Bitcoin - Gmg dung dau tién cua
Blockchain. Phan tiép theo luan vin s& trinh bay vé cach xay dung mot hé thong
Blockchain va giai phap st dung tién s6 dé thanh toan cho cac tmg dung di
dong. Dya vao cac phén tich & chuwong 2, chuong tiép theo s& trinh bay cu thé vé
phuong phap cai dat mot blockchain va két qua thuc nghiém thu duoc.
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Chuong 3. UNG DUNG CONG NGHE BLOCKCHAIN

TRONG THANH TOAN DI PONG

3.1 Pit van dé
3.1.1 Bai todn dat ra

Nhu da trinh bay trong chuong 2, cac phuong thirc thanh toan hién tai theo
chinh sach ctia Apple va Google rat bat 1oi cho cac doanh nghiép kinh doanh ndi
dung s6. Mot tng dung sau khi hoan thanh s& duoc dy 1én cic nén tang phat
hanh Umg dung, sau d6 nguoi dung sé st dung phﬁn mém duge cai dit san trén
may dé 1én cac kho tng dung ndy tai vé may va tién hanh cai dit. Thong thudng,
mdi giao dich s& bj Apple hay Google trir mot khoan phi 30% sd tién nguoi
dung thanh toan. Khong chi c6 vy, ngudi lam tng dung c6 thé bj thua 156 do
chinh sach hoan tién cta nén tang phat hanh, nguoi ding duoc phép yéu cau
hoan tién sau khi thanh toan, viéc nay khién cho nha phat hanh ing dung khong
thu duoc tién tir ngudi dung va cling khong thé 1ay lai ndi dung sé da cap cho
nguoi dung.

Véi thuc trang trén, dé dam bao tinh cong bang cho ca nha phat hanh va
nguoi sir dung tmg dung, luan vin dé xuat xdy dung mot hé thong tién sd dé
thuc hién thanh toan cho cac ing dung di dong. Muc ti€u cua luan van la xay
dung mot hé théng tién sé TYM, hd trg viéc thanh toan trong cac (mg dung theo
giao thirc P2P, giup qua trinh thanh toan dugc thyc hién nhanh chong va an toan,
tién dugc chuyén truc tiép tir ngudi sit dung dén vi ctia nha phat hanh ma khong
phai thong qua bén trung gian khac, giup giam thiéu rui ro va chi phi cho nha
phat hanh Urmg dung.

3.1.2 Cach tiép cdn va gidi phap

Luan vin da xay dung mot dong tién sé TYM, va tng dung dong tién sd
nay vao qua trinh thanh toan cua ting dung mua ban sach dién tir dugc mo ta nhu
hinh 3.1. Tién s6 TYM duoc thiét ké ing dung cong nghé blockchain, gitp dam
bao tinh an toan cta cac giao dich va ciia dong tién.
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Store
Tai ung dung vé thiét bi iOS
uwa ing dung 1én app store
Xac nhan giao dich va tra két
o o ac nhan giao dich va tra ké J| Nha phit hanh
- ung dung
Thuc hién thanh toan
Kiém tra giao
dich
v A 4
San giao dich, )
trao d6i TYM H¢ thong thanh
toan cua ung dung

Hé thdng tién sd
TYM

Hinh 3.1: M6 hinh gidi phdp iing dung tién sé trong thanh todn di dong

Ung dung mua ban sach dién tir gom céac budc sau:

1) Nha phat hanh dua Grng dung 1én App Store.

2) Nguoi dung tai tng dung vé tir App Store.

3) Khi muén mua sach dién tir, ngudi dung thanh toan tryc tiép TYM vao vi
ctia nha phat hanh ung dung thong qua hé thong thanh toan. Giao thirc
thanh toan P2P gitip cho nha phét hanh c6 thé nhan tién ngay sau do.

4) Nguoi dung sau khi thanh toan, yéu can nha phat hanh kiém tra thong tin
giao dich va tra vé sach dién tir ma ngudi dung di mua.
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5) Nha phat hanh can goi sang hé thong thanh toan dé kiém tra giao dich 1a
hop 1€ va tra vé dir liéu trong tng cho nguoi dung.

Pé ¢6 duge tién s6 TYM, nguoi dung can thuc hién giao dich mua ban, trao
d6i (exchange) thong qua mot san giao dich TYM. Nha phat hanh sau khi ban
duogc sach cho nguoi dung ciing ¢ thé 1én san giao dich nay dé thyc hién mua
ban, chuyén doi sang cac don vi tién t& khac nhu USD, BTC, ETH,...

Hién nay cac df‘mg tién sd duogc thuc hién mua ban, trao d6i thong qua cac
san giao dich uy tin nhu Remitano (remitano.com), LiveCoin (livecoin.net),
Bittrex (bittrex.com),... Mo hinh thao tac dé mua duoc TYM dugc md ta nhu
hinh 3.2.

o O
SN~——
Web interface
Web interface
San giao dich
- viBTC
- viUSD API Bank
- viTYM < »
API
Hé¢ théng tién sd Hé théng tién sd
TYM BTC

Hinh 3.2: M6 hinh san giao dich mua ban tién sé

Nguot dung khi dang ky tai khodan trén cac san giao dich sé€ c6 cac dia chi
vi cuia déng tién ma san giao dich do hd trg. Cac 1énh mua va ban dugc thuc
hién v&i nguoi dung khac trén san giao dich d6. Nguoi dung co thé rat tién tir vi
USD vé tai khoan ngan hang, ciing nhu nap tién tir tai khoan ngén hang vao vi
USD. Nguodi dung c6 thé sir dung vi USD hodc bat ky mot dong tién sb nao d6
dé mua mot dong tién sb khac. Cac san giao dich ciing cho phép nguoi ding
chuyén truc tiép mot dong tién s toi mot dia chi vi khac cia dong tién sd do, vi
du TYM c6 thé duoc chuyén truc tiép sang mot vi TYM khac.
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Sau day luan van s€ trinh bay cach xay dung mot hé théng tién s6 dua trén

cong nghé blockchain, va viét mot tng dung mua ban sach dién tr str dung dong
tién s6 TYM trén thiét bi i0S. Hé théng duoc trién khai theo mé hinh trong hinh
3.1. Kém theo viéc phat trién cua dién thoai di dong, viéc sir dung cac déng tién

sd dé thuc hién giao dich trong cac tng dung 1a diéu tit yéu.

3.2 Xay dung hé thong tién sé va ing dung mua bén sach dién tir

3.2.1 Kién triic hé thong

Hé théng thanh
toan TYM

PHP Web API

File
Database

MySql
Database

Hinh 3.3: Kién triic tong quan cia hé thong

Hé thong duoc xay dung dua trén ba thanh phan chinh

e Ung dung iOS: Hién thi giao dién, cho phép nguoi ding mua ban sach

dién tur.

e PHP Web API: Cung cap cac API thyc hién cac chirc ning dic trung cua

tmg dung nhu ding nhép, ding xuét, 1dy danh sach cac sach dang ban,

sach da mua,...

 Hé théng tién s6 TYM: Luu trit cac giao dich, cung cép cac API dé tng

dung 10S co6 thé thuc hién giao dich va kiém tra giao dich.
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Tuong ty nhu cac déng tién sb hién tai, hé théng s€ luu trir dir li€u cua
Blockchain vao file database nham muc dich dé dang trién khai trén nhiéu nut.
Céc nut khi cai dat can luu trir dit lidu vao file, gitip cho hé théng dé dang cai dat
va trién khai trén nhiéu thiét bi khac nhau.

Co s¢ dit liéu MySql duge ding dé luu trit thong tin ctia ngudi dung, thong
tin sach, va cac dir li¢u khéac dac thu cua ung dung.

D@t li€u trong cac API cua hé théng duoc tra vé duédi dinh dang JSON.
Trong pham vi ctua luan van, viéc cai dit h¢ théng tién s6 TYM st dung cong
nghé blockchain s& duoc trinh bay chi tiét, cach cai dit Web API ciing nhu tng
dung 10S s€ khong dugc moé ta cy thé.

3.2.2 Dac ta chirc nang
Heé théng tién sé TYM cung cap API vdi cac chirc ning sau:

e API thuc hién giao dich chuyén tién tir vi A sang vi B.

* API thyc hién kiém tra giao dich c6 hop 1€ hay khong.
 API kiém tra gid tri TYM c6 thé chi tiéu cta vi (balance).
e API hién thi toan bo cac block trong Blockchain.

Céc API nay duoc mo ta chi tiét trong bang 3.1.
Céc chuc nang ctuia ing dung mua sach dién tur:

* Nguoi ban chinh 1a nha phat hanh trng dung, nguoi ban sit dung mot hé
thong giao dién web dé thao tac véi co sé dir liéu, thém hodc xo6a sach,
chinh stra nd1 dung sach.

* Nguoi mua sau khi dang nhdp vao ing dung, ing dung s€ thuc hién goi
mot sd API can thiét cia PHP Web API dé thuc hién léy danh sach cac
sach dién tir dang ban, cic sach ban chay, sach noi bat,...

* Nguoi dung chon mua sach, sau khi x4c nhan hé¢ théng s& kiém tra xem sd
du trong vi co di hay khong, néu du sé du s& goi t6i API cua hé thong
thanh toan dé thuc hién giao dich, API s¢€ tra vé ma giao dich.

e Ung dung iOS dung mi giao dich nhan dugc goi PHP Web API dé thyc
hién cap nhat thong tin giao dich da thanh toan.

* PHP Web API goi API cua h¢ théng thanh toan dé xac nhan lai giao dich,
va tién hanh cap nhat co s& dit liéu, luu trang thai ctia nguoi dung d3 mua
cubn sach ma nguoi dung chon.

Céac budce thue hién duge mé ta chi tiét nhu hinh 3.4.
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Hinh 3.4: Biéu d6 luéng ciia hé thong
3.2.3 Cai dit hé thong tién s6 TYM
Nhu d3 phan tich vé cong nghé blockchain trong chuong 1 va dong tién sb
Bitcoin trong chuong 2, dé xay dung dugc mot he théng tién sd ta can cai dit 3
chtrc nang chinh la: tao giao dich, tao block va thém block vao blockchain hién

tai. Ba chitc ndng nay s€ dugc thuc thi béi cic ham CreateTransaction,
NewBlock va AddBlock. Ham tao giao dich dugc mo ta trong hinh 3.5.

Mo ta ham CreateTransaction:
INPUT:
* pubKey: Khoa cong khai cuia nguoi gui
* privKey: Khoa bi mat cua nguoi guri
* dest: Dia chi vi ngudi nhan

* amount: Gia tri TYM can giri
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* data: Dir liéu nguoi gui dinh kem

OUTPUT: Giao dich chira cac Inputs, Outputs can dugc ghi vao block.

func (bc *Blockchain) CreateTransaction(pubKey, privKey, dest string, amount int, data string) Transaction {

2 source := ComputeHashForString(pubKey)

3 var tx Transaction

4 utxos := bc.Utxos[source] //list all utxo of source wallet
5 var outputs []Output

6 var inputs []Input

7 total := @

8 for _, output := range{utxos){

9 if total < amount{

10 total += output.Value

11 input := CreateInput{output, pubKey, privKey)
12 inputs = append{inputs, input)

13 } else{

14 break

15 }

16 ¥

17 //not enought balance

18 if total < amount{

19 return tx

20 }

21 output := CreateOutput({index, amount, dest)
22 outputs = append(outputs, output)

23

24 //Create input to redeem

25 if total > amount{

26 output := CreateOutput(len{outputs) + 1, total - amount, source)
27 outputs = append(outputs, output)

28 }

29 tx.Version = bc.Version

30 tx.Type = "payment”

31 tx.0utputCount = len{outputs)

32 tx.Inputs = inputs

33 tx.InputCount = len{inputs)

34 tx.Hash = computeHashTransaction(tx)

35 tx.0utputs = outputs

36 tx.Data = data

37 for i, _ := range tx.Outputs{

38 tx.0utputs[i].TransactionHash = tx.Hash
39 }

40 return tx

1 }

Hinh 3.5: Tao mot giao dich trong mang blockchain
Mbi giao dich gdm céc Inputs va Outputs, Inputs dugc tham chiéu tir tap
UTXO [9] cua dia chi vi hién tai (cac Output ctua cac giao dich trude do). Sau
khi cac giao dich dugc tao, chuong trinh can thyuc hién tao ra cac block. Ham tao
block dugc mé ta nhu hinh 3.7. Mdi block hop 18 can giai dugc bai toan PoW
[6], ham giai bai toan nay dugc mo ta nhu hinh 3.6.

func (bc x*Blockchain) ProofOfWork(block Block) (int64, string) {
var nonce int64 = @
hash := computeHashForBlock(block)
for !bc.ValidHash(hash) {
nonce += 1
block.Nonce = nonce
hash = computeHashForBlock{block)
}

return nonce, hash

O OO & WN =

bt
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Hinh 3.6: Ham gidi bai toan PoW [6]

Ham NewBlock c6 nhi€ém vu tdp hop cac giao dich dang ¢ trang thai cho
vao mot Block, giai bai toan PoW dé tim ra gia tri bam théa man diéu kién cua
dong tién s6 TYM. Dong thoi giao dich tao Output chtra phan thuong cho nit
hién tai cling dugc thém vao trong Block nay. M6 td ham NewBlock nhu sau:

INPUT:

e previousHash: Gi4 trj bam ctia block méi nhét ciia Blockchain

OUTPUT: Block tdp hop cac giao dich dang can thuc hién, va co gia tri
bam thoa man diéu kién cua Blockchain.

func (bc *Blockchain) NewBlock{previousHash string) Block {

2 var outputs []Output

3 var inputs []Input

4 Reward transaction

5 output := CreateQutput(@, bc.Limit_reward, bc.PubKeyHash)
6 outputs = append{outputs, output)

7 tx := Transaction{

8 Type: “"coinbase",

9 Version: bc.Version,

10 InputCount: len(inputs),

11 Inputs: inputs,

12 OutputCount: len{outputs),

13 Outputs: outputs,

14 }

15 tx.Hash = computeHashTransaction(tx)

16 for i, _ := range tx.Outputs{

17 tx.0utputs[i].TransactionHash = tx.Hash
18 }

19 bc.Transactions = append{bc.Transactions, tx)
20 newBlock := Block{

21 Index: int64(len(bc.Chain) + 1),
22 Timestamp: time.Now().UnixNano(),

23 Transactions: bc.Transactions,

24 PreviousHash: previousHash,

25 }

26 nonce, hash := bc.ProofOfWork{newBlock) // PoW to find block hash match conditions
27 newBlock.Nonce = nonce

28 newBlock.Hash = hash

29

30 bc.Transactions = nil

31 return newBlock

32}

Hinh 3.7: Tao mot block moi

Sau khi mdt block dugc tao ra, block sé dugc guri té1 cac nit khac trong
mang va cac nat khac thyc hién mot ham cuc ky quan trong 1a x4c nhan tat cac
cac giao dich trong block 1a hgp 1€ trudce khi thém block d6 vao blockchain hién
tai. Ham nay cling thyc hién cap nhat tap dir licu UTXOs cua cac giao dich trong
block. Ham thém mdi mdt block dugc mo6 ta nhu hinh 3.8. Mo td ham
AddBlock nhu sau:

INPUT:
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LCOoONOUL & WN =

OOoONOOUL & WN =

* block: Block cin dugc thém vao Blockchain.

OUTPUT: bool

e true néu Block duoc thém thanh cong.
e false néu co 16i xay ra.

func (bc *Blockchain) AddBlock({block Block) bool {
for _, tx := range block.Transactions{
if !bc.VerifyTransaction(tx){ //verify all inputs is valid
return false
b

}
bc.Chain = append(bc.Chain, block)
// After add new block to chain, update outputs data
for _, tx := range block.Transactions{
// Add new outputs to utxos
for _, output := range tx.Outputs{
if bc.Utxos[output.ScriptPubKey]l == nil{
var outputs []JOutput
bc.Utxos [output.ScriptPubKey]l = outputs

}
bc.Utxos [output.ScriptPubKey] = append{bc.Utxos [output.ScriptPubKey], output)
Y
// Make old outputs is spent
for _, input := range tx.Inputs{
if Ibc.SpentOutput{input.PrevTransaction, input.Index){
bc.RollbackTx(tx)
return false
}
}

}

return true

I

Hinh 3.8: Thém block vao blockchain

func (bc *Blockchain) VerifyTransaction(tx Transaction) bool {
// Verify all inputs is valid
success := @
for _, input := range tx.Inputs{
tx := bc.GetTxByHash({input.PrevTransaction)
for _, output := range tx.Outputs{
if output.Index == input.Index{
// Check key sign
s := strings.Split{input.ScriptSign, " ")
sign, pub := s[@], s[1]
if ComputeHashForString{pub) == output.ScriptPubKey{
if validateSign{sign, pub, input.PrevTransaction){ // verify signature
success += 1
Yelse{
return false

b
}else{

return false
}

}

Y

if success == len{tx.Inputs){
return true

}

return false

Hinh 3.9: Xdc nhdn mot giao dich la hop 1¢
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Trong ham xac thuc giao dich s& dién ra qué trinh kiém tra chit ky trong
cac Inputs cta giao dich d6. Chwong trinh da sir dung chir ky s6 ECDSA [10] dé
thuc hién qua trinh ky va kiém tra chir ky.

V61 cac ham dugce cai dat nhu trén, chuong trinh da xay dung dugc mot
blockchain don gian, dap tmg dugc nhu cau thanh toan cia ngudi ding voi cac
API phuc vu mua ban va kiém tra giao dich.

3.2.4 Xady dung cdc API thao tic véi hé théng tién so

Céc thanh phan trong hé théng giao tiép voi nhau thong qua Restful HTTP

API. Bang dudi day mo ta cac chirc nang cua cac API da dugc xay dung.

URI Phugng Gi4 tri truyén vao Ghi chu
thurc
“data >, Tao giao dich
amount , chuyén tién sb dén
/transactions/new POST “public_key”, Ty . 1a
ot T vi ¢c6 dia chi la
private key”, € q ot
(15 29 - dest
dest
Kiém tra giao dich
/transactions/check | GET “txid” c6 ma giao dich la
“tXid”
« ” Léy s du vi cua
/wallet/balance GET wallet : s e ’
dia chi “wallet
Tao mot vi moi.
Khi nguoi dung
/wallet/register GET mo1 dang ky tai
khoan can goi API
nay.
Liy toan bd céc
/chain GET block trong
blockchain
Lay lich st giao
/transactions/history | GET “wallet” dich cua vi c6 dia
chi la “wallet”

Bdng 3.1: Cdc API ciia hé thong tién so
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3.3 Thuc nghiém va danh gia
3.3.1 Méi trwong phdt trién va cong cu
1. Phéan cung

H¢ théng blockchain di dugc trién khai trén may tinh c6 cdu hinh nhu

Sau:
TT | Noidung | Thong so Ki thuat
1 |CPU 1.4 GHz Intel Core 15
2 |RAM 4 GB 1600 MHz DDR3
3 | Hard Disk | 256GB SSD
4 |OS MacOS 10.11

Bang 3.2: Cdu hinh phdn cimg

2. Phan mém

Phin mém Ghi cha

H¢ diéu hanh

= MacOS 10.11

Third party software

= Golang Cai dat Blockchain

= Apache 2.4 Webserver cho module web

Luu thong tin cua module
= Mysql web

Module web duoc viét bang
= PHP 5.6.19 ng()n ngﬁ’ PHP

Bang 3.3: Cdc phan mém sir dung tién hanh thuc nghiém
3.3.2 Két qud thir nghi¢m
Hé théng tién s6 TYM di duoc trién khai va cai dit trén server tai dia IP
sau: http://103.53.171.111:8002/chain. Ung dung iOS d3 duoc hoan thanh va
chay thir nghi€m trén dién thoai iPhone, sau khi thyc hién thanh toan da théy r0

dugc su thay ddi cua cac block trong blockchain da xay dung. Qué trinh thanh
toan hoat dong tot va giup ta thay duoc cac thay doi trong blockchain ciing nhu
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cach hoat dong cua toan bd qua trinh tao giao dich, tao block, ky va kiém tra chit

ky.

Duéi ddy 1a mot s man hinh cua tng dung i0S da xay dung.

Khi méi truy cdp ung dung, man hinh s& hién thi danh sach cic san phim

nhu hinh 3.10.

eeeee Viettel = 18:08 @ 7 63% M)

= Danh muc 8 Q

Mé&i nhit NG&i bat Xem nhiéu

‘ 1. Bai Ma Vuong (Full)
2 k& K (29

/ b) Nghich Thuong... « Tap: T-56End

2. TAm Tan ky

PAQY * > x* % o

[ ’u\\‘ Huynh Dj * Tap: T-15End

3 S 3. Bac SiThién Tai

& Dlotalaalat

Liu Ha Huy « Tap: T-76End

IR —
| §
' 4. Manh Hon So Hai
| | LN 'S S S SIaee)
‘i ~ Marc Levy » Tap: Full
= | S —

Hinh 3.10: Danh sach cac sach dang ban

Nguoi ding c6 thé kiém tra s6 TYM trong vi khi truy cap vao phan thong
tin ¢4 nhan. Nhu hinh 3.11, nguo1 dung hién dang c6 9802 TYM.
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— Appvn @ @

9802

B4 TYM Giftcode
Sach da tai (0) >
Pang theo dai (0) >
Theo di (0) >

® 0 @ \ 4

Hinh 3.11: Thong tin cd nhan cua nguoi dung
Khi chon mua mot cudn sach tai danh sach céac sach dang ban, nguoi dung
s€ duoc hoi co xac nhan mua sach nhu hinh 3.12.

Viettel = -,

(D

Théng bao

Ban mudn mua ching v&i gia 7 TYM?

Péng y Bo qua

Hinh 3.12: Giao dién xdac nhan thanh toan

Sau khi xac nhan thanh toan, luéng xur ly dugce thyc hién nhu hinh 3.3. Qua
trinh nay hé thong sé thuc hién chuyén TYM tir vi ctia nguoi dung sang vi cua
nguoi ban sach, & ddy 1a nha phat hanh ung dung. Ngudi ding c6 thé quan 1y
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cac sach da tai trong muc “Quan 1y tai” nhu hinh 3.13. Sach da tai vé c6 thé mo
bﬁng cac ung dung hd trg doc tai liéu trén thiét bi di dong.

Carrier & 113 PM

® Quan Iy tai

Pang tai Da tai

T6i i Tim Toi
* ok W Md
369a7b1ff1007c632689833e1918ba0d960e8
Ngon Bén Dém Qua
xR TR K M&
Neoh Dim
oDem & 36639bdaael392703 18abcf449cbS04ab 167

Thiét Coc Mén
8 82 81 M3
621608411cdeaaBl75bee2a0946395edb067

A Thawe

| phileg Linh Thiru Phi Long

a L8 B 0 0-1 Md
266780229083 143688096151805be60057D

Hinh 3.13: Cdc sach da tdi vé

Khi mua sach thanh cong, vi cia nguoi dung s€ bi trir mdt khoan TYM

tuong (mg voi gia tri sach ma ngudi ban dua ra. Hinh 3.14 cho thay gia tri TYM
con lai cua nguoi dung 1a 9795 (9802 - 7).

eeeee Victtel = @ v 56% M

= © ©

Giftcode
Séch da tai (0) >
Dang theo dai (0) %
Theo dai (0) >

® (Y ® 4

Hinh 3.14: 86 TYM con lai sau khi thanh todn

Két qua JSON tra vé khi goi API thanh toan:
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{

| “"block": {
"index": 2,
"timestamp": 1511685026996539647,
"transactions": [

"version": "0.0.1",
"type": "payment”,
"input_count": 1,
"inputs": [
{

"prev_transaction": "9bd27eb81367c78cbef88965ae@e8fdaS6af28ba2dda319e9267e7bb4911465qa" ,

"index": 1,

"script_sign":
"10686563177988529814653557379226502603077808755064263613858988324284700851371112623006297710773391414136774557049122
5246595770453229436188346382008294266375 MFKwEWYHK0ZIZjOCAQYIKoZIzj@DAQCDQQAEVTunblbd
+N18Miu@F8N6QeIb6IMWGU jpHQKGIYBSGWNnI1P2pUJYOPRN1URHIU+UXZhISCCIUl/93IjxBS7z2JA=="

}
]
"output_count": 2,
“outputs": [E3],
"hash": "alc53b1c3b6685c2edff@1df799a4b34efc9b83482745ccc17bf2101940091d4",
"data": "custom data"
1,
{&3}
]
"nonce": 110627,
"hash": "@000d309a0326e6640e895795f372e3a8e7337eeSb2bf1b748711d77ed@938f ",
"previous_hash": "00005ca73360bad2b8d0b722891b3dd556b8918df590ad1dd38918e0400%4ee"
1,
"error_code": 0,
"message”: "New Block added"

Hinh 3.15: Dit liéu trd vé ciia hé thong tién sé khi giao dich thanh cong

"chain": [ {"chain™:[{"index
{
"index": 1,
"timestamp": 1511685019137718579,
“trpnsactions": [

"version": "0.0.1",
"type": "coinbase",
"input_count": O,
"inputs": null,
"output_count": 2,

"outputs": [
{
"index": @,
"value": 10,
"status": "unspent",

"script_pubkey": "d46149a39f70e@db835108c75e5270505064543401312167613ab67febacObas"”,
"transaction_hash": "9bd27eb81367c78cbef88965ae@e8fdaS6af28ba2zdda319e9267e7bb4911465a"

})
{
"index": 1,
"value": 100,
"status": "spent”,
"script_pubkey": "6b86@b4ced37abfbbl@23c7ece8flaSalf@b268aee7ebf369fe5163ec36fe@das”,
"transaction_hash": "9bd27eb81367c78cbef88965ae@e8fdaS6af28bazdda319e9267e7bb4911465a"
}
])
"hash": "9bd27eb81367c78cbef88965ae@e8fdaS6af28ba2zdda319e9267e7bb4911465a",
"data": ""

}
]l
"nonce": 46409,
"hash": "00005ca73360bad2b8d@b722891b3dd556b8918df590ad1dd28918e0400134ee",
"previous_hash": "0000"

}l

(&=}
]l
"length": 2

Hinh 3.16: Hinh anh blockchain sau khi block moi dwoc thém vao

3.3.3 Ddnh gid két qua

V61 muc tiéu bai toan da dua ra, hé théng tién sd hoat dong theo giao thirc
P2P da giai quyét dugc van dé thanh toan di dong hién tai. Thay vi ngudi lam
mg dyung phai cho 2 thang méi nhan duoc khoan tién thanh toan ctia ngudi ding
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tir nén tang phat hanh ing dung 1a App Store hay Google Play thi hién nay, tién
s& dugc chuyén truc tiép tir vi ctia nguoi dung sang vi cia nguoi 1am tng dung.

Tién s6 ap dung cong nghé blockchain gitp nguoi 1am tng dung khong gip
phai cac rii ro nhu yéu cdu hoan tién cta khach hang, ding thé thanh toan
khong hop phap. Do an toan va bao mat ciia viéc thanh toan bang tién s ciing
dugc dam bao bang cach sir dung chir ky sb.

Két luan chwong

Chuong 3 luan van da trinh bay bai toan thanh toan trén tng dung di dong,
giai phap dua ra 1a sir dung dong tién sd dé thyc hién thanh toan. Pong tién sd
TYM di duoc xay dung va tng dung trong viéc mua ban sach dién tir trén nén
tang i0S. Giai phap ng dung tién s6 hoan toan kha thi trong thuc té va cé thé
khic phuc dugc kho khan cho cac doanh nghi¢p dang kinh doanh ndi dung s6 vi
tién s6 1a khong thé yéu cau hoan tra. Chuong 3 ciing di trinh bay chi tiét vé
cach cai dat dong tién sé TYM dua trén phan tich vé mé hinh cua Bitcoin trong
chuong 2.
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KET LUAN CHUNG

Ciac két qua thu dwoc trong luin vin

Qua qua trinh nghién ctru vé blockchain va mét sé img dung cta cong nghé
nay, cung voi su gidp do tan tinh cua théy cO va ban be, luan van da dat duoc
mot sb két qua nhat dinh, dua ra cai nhin r0 rang hon vé khai niém blockchain,
cai dat dugc hé thong blockchain va phat trién duoc mot img dung ciia né trong
mang thanh toan ing dung di dong.

V& mit ndi dung, ludn van da dat dugc mot sb két qua sau day:

1. Tim hiéu va nghién ctru Iy thuyét:

* Chi tiét vé cong nghé blockchain va tiém ning cua cong nghé nay.

 Ham bam va chir ky sd, cac k§y thuat sir dung trong blockchain.

e Tién s, mot trong nhitng mg dung cua blockchain.

* (Cac mo hinh thanh toan trén cic ing dung di dong & thoi diém hién tai.

* Mo hinh tng dung blockchain trong thanh toan di dong, mua ban ndi
dung so.

2. Thyc nghiém:

 Xay dung thanh cong dong tién s6 TYM.
 Xay dung tng dung mua ban sach dién ttr sir dung dong tién s6 TYM.

Pinh hwéng nghién ctru tiép theo

Do thoi gian chua co nhiéu, bén canh céc két qua dat dugc, luan van ciing
con nhiéu han ché trong viéc trién khai chwong trinh thyc nghiém. Pé mang
blockchain thuc sy hoat dong tdt can co su tham gia cua nhiéu nat va chuong
trinh m6 phong ¢ sd nat con han ché. Ngoai ra, hé thong can thir nghiém cac
loai chir ky s6 khac dé so sanh vé téc do thuc hién cling nhu céi thién hi€u nang
ctia hé thong.

Vi cac han ché ké trén, ludn van s€ ti€p tuc nghién ctru cac van deé sau:

* Tiép tuc hoan thién mang blockchain vi nhiéu nut cung hoat dong

 Thir nghiém cac phuong phap ky sé khac va so sanh vé toc do xu 1y, do
an toan cua thudt toan dé cai thién hiéu nang va tinh bdo mat cua
blockchain.
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